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Leadership In cyber security

N
CCDCOE

L
Cooperative Cyber Defence i _EU S IT agency "
Centre of Excellence for justice and home affairs

2008 2012

o M
. - E 4 b ’
Everything can be domne online except for marrlase,
divorce and selling‘_ | X

. ONGE-ONLY PRINCIPLE USER FRIENDLINESS
4 NoLEsacy OMNI-CHANNEL SERVICES

<
DIGITAL BY DEFAULT A OPEN STANDARDS
.'il'

_ SINGLE POINT OF ENTRY 2417
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{t'all relies on collaboration through engagement.
ID-card penetration is over 94%

v IDENTIFICATION
TRAVELLING

4 DIGITAL SIGNATURE

STATE SERVICES

HEALTHCARE

== B/ Y8R
FRIDFE & BFRIFOXE
oo w8« D code i Estonia existing already
== \‘\_:‘?’%’". from early 1990ies: not secret
& ?"\u .5 information
- i.,,f:::w,(; » Secure authentication and authorization

in digital environment — since 2001

» Today it has been issued more than 1
million ID cards, about 650 000 1n use
electronically.

* Mobile ID more than 110 000

* Smart ID more than 210 000 (close to
900 000 in Estonia, Latvia, Lithuania)
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2001 DS DREA > T Z:
X-road: secure and transparent exchange of data

Public sector Private sector

MISP

Citizen | E - f Public sarvant
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Preventing the disclosure
of information to unauthorized
Individuals or systems. ID-card Mobile-ID

Security
Model . |

Making sure that the computing r;ﬁ::gnmime%":
systems, the security controls, and the systems and data
communication channeis are
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Time=-efficient electronic solutions
save money and more

DIGITAL SIGNATURE SAVES 2% OF GDP PER YEAR
50 TIMES MORE EFFICIENT CONNECTED POLICE
MANAGE WORK AND BUSINESS DISTANTLY

/> 1/3 LESS QUEUES AT THE HOSPITALS

' BEST TAX COLLECTOR IN THE WORLD

7\ I- VOTING 2.5 TIMES CHEAPER

\

’” ’ — N G
A e 7y
= . »e
o>
— e-School .
“’T%-’J e-Tax Board
€8 #
T Digital
Signature

'@ m-Parking ID Card i-Voting 2

I
2003 2005 2007

I

|
Population : ‘
. Registry 0 1D bus ticket @ Mobile-1D
- | |
Keyless Signature
X-road e e-Land Registry Infrastructure

% * G e-Police system
O Pl
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| ; |

l Country-wide |

. Prescripti EV quick
0 e-Prescription o charging e-Residency

* Network |

Data Embassy

e-Solutions simplify and benefit our lives.

A Ve

I g
ABINET: 5 HOUR MEETINGS TO 30 Min ‘ B S g i
'T ES DECLARATION TAKES 3 MINUTES ' STARES eN
- v E-PRESCRIPTIONS 99%
PAPER-FREE ADMINISTRATION

3 77°99% OF STATE SERVICES ARE ONLINE

TING - 30% VOTE ONLINE
EASY BUSINESS IN 18 MINUTES
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£ internet banking

Percentage of bank transactions online: 99%

Swedbank‘ e

ACCOUNT
Sastements and rmpants 10-cand Mobile- D Paavword card PIN calculator
Cpening an sccount

PAYMENTS . User 0 " Sgging (n has
Lt o oyt Login [ m=m -
Oomestic peywent

Internations sattinments
Consseutated saymant SEPA information

Impont of paymasts - SEPA stands kor the European Urion Bingto Bsro Peyments Acoa. SEPA usifias and

STOMos BuUrD Satlienorts In the EU Member 5ates 1w 157 A iy it wen
Payment archive Sl oy gt b Steentos The gerersl desdine for sdoping Be
Defined payments charges & 1 February 2014

Impon of defirad peymaents
Currency exzhange
Direct debit

Make autumn easier!
Sanding sntars e
Cheques - 10 WMot DErk you CAN SRS VATOUS (G 10 UEOMS Of YOur SOmpany N
BCCOUTS, 0.0 CHENGR 1o rankaction Sril of Gifer waers - the User Aights amender
Cinvoices candod
Ao, SigNIng Contracts i T irtermet back wll 88ve & Lol T8 1 <o o
BANK CARDS 2
Our cumpany cards
Croa cant statemant -
Availatia Susiness cante Ne £ Bk Cruanned that fuhils future's
s ws conomic blog rquirarments
LapRvices Z2102013  November & cash.free mordh

3¢ party s-sarvices 22102013 Swedsark Estonis 03 2013 franciel resuty
18102013 Tonght cherts may experecce porods of Sownime in the operations of Swedbark's
ELECTROMC BANKNG socirorc chaneon

Launching the e-Prescription

Estonian e-prescription

launched in 2010

By the end of first year 73%
of prescriptions issued digitally

Currently 100% are

e-prescriptions

10 m prescriptions and
1 ,5 M patients per year
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e-Ambulance

Accident

Rescue Center

Valjakutse Hairekeskus

Erakorralise meditsiini osakond = Tervise infosisteem Kiirabi mobiilne tookoht

o HIS /" Ambulance

\‘/-
Ambulance portal == Analysis module
Kiirabiportaal Kiirabi analuusimoodul

Z1ll: Commercial Registry:

Time to found a new company can be 18 minutes
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(2

Better UX: from “pull” to “push”

AvaleM »  Pete »  Lapse siind » Kirke Puu

-9
eesti.ee

Lapse siind

Palju onne! Te saite lapse 23.01.2016. Teie lapse isa on Paul Puu.
Registreerime teie lapse siinni ja paneme ta kirja lasteaeda. Teie
nautige voimalust veeta aega oma lapsega.

TEIE LAPSEL El OLE VEEL NIME!

Te ¢i ole oma lapsele veel nime pannud. Palun mbeige hoolega, millise nime oma Populasrsemad tiidiukunsmed 2015
lapsele panete. Teie laps saab kunagi tiskasvanuks ning peab saama oma nime 1l 1
vaarikalt kandma. Lapsel on libtsam elus hakkama saada, kui tema nimi salme' Le'll' E""de
larjutatakse traditsioonilise lorjapildiga
Populaarsemad potsinamed 2015
i Fekonmniad Felix, Emst-Kaarel, Rudolf

Puu
Vaata siit, millise nime voiksid lapsele panna »

41



BMA ¥ —7JL Vol.19, No.1, April 2019
2019 fEBMA W2 v Ry a v | =X P = THE
ReplEe | REAERZ A b =T ok (X714 1)

Smart governance with real-time
economy: will be around soon
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No government IT
infrastructure can be older than
13 years

All the state IT systems and
technologies need to be e:?_

renewed from ground-
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Become an e-Resident like 40 000 others
Over 3900 new companies established by e-residents!
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Everything started with Skype

B® Microsoft (@) ATOMICO
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Welcoming the 4th Estonian-bred unicorn

Founded: 2013

tGXify 500 000 drivers

10 million users
A unicorn since May 2018 with a 150M
EUR round led by Daimler

“
LR N

TransferWise

2018 - record yeardaor start-ups

Total funding of Estonia

280M
260M
240M
220M
200M
180M
160M
140M
120M
100M
80M

60M

40M

20M

Total capital raised (EUR)
No of deals

o~
-
(=3
™~

@ Total capital raised (EUR) @ No of deals

2014
2015
2016
2017
2018

[}) Download data
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Direct access to top level policymakers

S RS 4 !

|

e-Residency: globall
GE T, P latform for startu PS

Estonia & Ukraine

BACKED BY FOUNDERS

& CREATORS BEHIND tuxify@ pipedrive 87 VERIFF @tesﬁo Powsrsd by Omopss
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ER NG
HRAZEDL > TWL R TOMER ?

Personal data security Is one
of the major topics of 2018

MyData

*x X %
* *

% GDPR %

* *
* 4 K
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MyNumber: step in the right direction
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Roadmap for Japan is impressive BUT:
* MyNumber is considered private information
 Limited usage for private companies

» Not compulsory to have it

allikivi@planetway.com
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